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Today's Menu

- Problem statement: why would we want this in the first place?
- Deepdive: getting interesting data out of backstage

- Deepdive: doing interesting things with this data

- Learnings & outlook

- Q&A timel



Developers are under pressure: 399,
And their productivity is

Increasing workload /
slowing down. demand from other teams

lead to increased overhead.

37%

Adapting to the
pressures of digital
transformation is third
biggest challenge.’
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More than three-quarters
of organizations say the
cognitive load is so high
that it is a source of low
productivity.'

35%

Learning skills to
adapt to new
technologies and
approaches'

RedHat


https://www.salesforce.com/news/stories/new-research-shows-how-to-keep-developers-happy-amid-the-great-resignation/

Cognitive Load

RedHat



Overloaded!

HTML
HTTP
CGl
C/C++ C/C++ GET/PQST
4GLs 4GLs ng\'jfs
cosoL RBMS/  ROBSI S
JCL/WFL Unix Unix EJB
- i i Solaris/AlX
Batch Interactive Interactive -
Centralized Distributed Distributed Request/Response

1985-1995

1993-1999
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1995-2003

MVC-Struts
DI-Spring
ORM-Hibernate
XML
WS-*

JSF
Agile
Automated Testing
Cl
SVN
Linux

AJAX

2003-2011

Java EE 6

HTMLS5 (JavaScript)

iOS/Android
Phonegap/Cordova
Cucumber
REST
Maven/Gradle
o]
MongoDB/Redis
Hadoop
DevOps
CD
Microservices

Asynch, Functional
Reactive

2010-2016

Java EE 8-12, NodeJS, Go
Serverless
AWS, Azure
Flutter, Typescript
Kafka, GCP
gRPC, Avro
Vue, React, Next.js
Serverless, Wasm
Terraform, Vault
CRI-O, Podman
ArgoCD, Tekton, CircleCl
Backstage, Helm
Kustomize
Istio/ServiceMesh

Cloud, Kubernetes

2018-2022
RedHat



As the enterprise adopts an IDP and scales,
finding what is relevant to you becomes
harder to actually find
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Q_ Search

# Home

i Catalog

% APis

@ Leaming Paths

@ Create...

N © o

Available Templates

Q Seareh “ Templates
PERSONAL
* Starred 0
Mv.ona Create an order for cheeseburger with Create an order for a chicken burger with Create an order for chicken nuggets with
Al e customizable size, sauces, and toppings. customizable size, sauces, and toppings. customizable quantity and sauces.
CATEGORIES 2 kKitchen-team 2 kitchen-team

Create an order for chicken tenders with Create an order for coleslaw with
customizable quantity and sauces. customizable size and ingredients.
2 Kitchen-team 2 kitchen-eam

Create an order for fries with customizable Create an order for a hamburger with Create an order for iced tea with customizable

size and sauces. customizable size, sauces, and toppings. flavor, size, and additional options.
2 kKitchen-team 2 Kitchen-team 2 customer-service-team

Create an order for milkshake with Create an order for mozzarella sticks with Create an order for onion rings with
customizable flavors and size. customizable quantity and dipping sauces. customizable size and sauces.



“Would you like fries
with that?”
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Amazon famously
does this too

Amazon Associates

These products are selling fast! Check out what's climbing our charts.

Deliver to Lili Hello, Josephine Returns
a\ma; on © ESEN-  Account&Lists ~+ & Orders -\Jcart

Los Alamitos 90720

= All Medical Care ~ Groceries ~ Amazon Basics Livestreams Pharmacy Household, Health & Baby Care  Buy Again

Coupons  Shop By Interest Handmade

wards ~ Advanced Search  New Releases  Best Sellers & More  Amazon Book Clubs  Children's Books ~ Textbooks  Best Books of the Month Your Books

N ing & Cl

Designing Distributed Systems: Patterns @
and Paradigms for Scalable, Reliable
Services 1st Edition

by Brendan Burns (Author)
See all formats

3.6 on Goodreads 651 r editions

Savings| Get 3 for the price of 2 Shop it

Without established design patterns to guide them, developers have had to build
distributed systems from scratch, and most of these systems are very unique indeed.

g
Distributed
Systems

PATTOONS A0 PARADCAS FOR SCALABL RLABL SCFVES

Today, the increasing use of containers has paved the way for core distributed system
patterns and reusable containerized components. This practical guide presents a
collection of repeatable, generic patterns to help make the development of reliable
distributed systems far more approachable and efficient.

Author Brendan Burns—Director of Engineering at Microsoft Azure—demonstrates how
you can adapt existing software design patterns for designing and building reliable
distributed applications. Systems engineers and application developers will learn how
these long-established patterns provide a common language and framework for
dramatically Increasing the quality of your system.

v Read more
[E] Reportan
ISBN-10 ISBN-13 Edition

1491983647

with this product or seller

Read sample

Follow the author 978-1491983645

Brendan
Py Follow

Frequently bought together

Total price: $92.20

Add all 3 to Cart

This item: Designing ome of these items ship sooner than the
Distributed Systems:

Patterns and Paradigm.

52366

Applications: The Big
ehind Reliabl

O Add your free 30-day trial prime
of Prime and get fast, free S
delivery

Kindle Paperback
$22.48 $22.11

Other U: nd New $11.0¢
Delivery Pickup

Buy new:
List Price: $45:99 Detal
FREE Returns

FREE delivery Tuesday, April 16 on orders
shipped by Amazon over $35

O fastest delivery Tomorrow, April 12.
Order within 18 hrs 32 mins

®o Lili - Los Alamit
In Stock
Quantity: 1
Add to Cart
Buy Now
‘Amazon.com

Amazon.com
igible for R

Amazon.com

e mo

[J Add a gift receipt for easy returns

Buy used:
$22.11

Add to List

New & Used (39) from
51108 +

Eamings

Oops!

There'sa
problem loading
your cart right
now.

Your Cart




Developer Hub

OpenShift Serverless

Ll I;nd Analytics API Event Broker
Plugin

OpenShift Al
Model

API

Training
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Search

Docs

Playiists

Explore

Create...

Tech Radar

Lighthouse

Cost Insights

Score board

Add Shortcuts

Recommended

Recommended Templates

Title Description

Order Fries Create an order for fries with customizable size and sauces.
Order Milkshake Create an order for milkshake with customizable flavors and si...
Order Cheeseburger Create an order for cheeseburger with customizable size, sau...

Tags

side

drink

main

Owner

kitchen-team

customer-service-team

kitchen-team

Feedback

e 9

i 9

. 9



Developer Hub
Feedback OpenShift Serverless

—-

At I;nd Analytics API Event Broker
Plugin

OpenShift Al

Training

Red Hat /) < RedHat
Developer .



The infrastructure

Ingredients:

- Setup 100% self-contained in one cluster

- Helm charts & argo:)

- GitHub actions to build container images,
npm packages and publish charts




Creating the generic analytics plugin

The recipe:

Subscribe to session state
Event logging API

Metadata to enhance events
Forward logs to endpoint




Session IDs

Set/remove

Session state ..
session id

cookie

Signin/out change

try {
this.sessionApi.sessionState$().subscribe(this.handleSessionStateChange);

Red Hat,/\v
Developer

Red Hat



Session IDs

Set/remove

Session state ..
session id

cookie

Signin/out change

00
private handleSessionStateChange = (sessionState: SessionState) => {
if (sessionState === SessionState.SignedIn) {

document.cookie = “sessionld=${this.sessionId}; path=/";

Red Hat,/\v
Developer

Red Hat



Analytics Events

User Entity Ref Action Subject
(user:default/pfeifferj) (Click) (Button)

T

Red Hat /(_ RedHat
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[

it
"action": "pavigate",
"subject": "/playlist",
"attributes": {},

"context": {
"routeRef": "playlist:index-page",

"pluginId": "playlist",

"extension": "App"
i
},
{
"User ID": "user:default/pfeifferj"
},
"Team Metadata": {
"metadata": {
"namespace": "default",
"annotations": {
+
“name": “"pfeifferj",
"apiVersion": "backstage.io/vlalphal",
"kind": "User",
"spec": {
"profile": {
"displayName": "Josephine Pfeiffer",
"email": "josie@redhat.com",
"picture": "https://avatars.githubusercontent.com/u/220470712v=4"
B
"memberOf": ["management-team"]
b
"relations": [
{
"type": "memberOf",
“targetRef": "group:default/management-team",
"target": {
"kind": "group",
"namespace": "default",
"name": "management-team"
}
+
]
}
},
{

"Session ID": "psq280qakwrlwxghizu"

Red Hat/: RedHat
Developer



"action": "navigate",

"subject": "/playlist",

"attributes": {},

"context": {
"routeRef": "playlist:index-page",
"pluginId": "playlist",
"extension": "App"

}
[ X N
[
{
"action": "navigate",
"subject": "/playlist",
"attributes": {},
"context": {
"routeRef": "playlist:index-page",
"pluginId": "playlist",
"extension": "App"
}
},
{
Iy
}
]
}
i
{

"Session ID": "psq280qakwrlwxghizu"

Red Hat /(_) Red Hat
Developer



[
it
"action": "navigate",
"subject": "/playlist",
"attributes": {},
"context": {
"routeRef": "playlist:index-page",
"pluginId": "playlist",
"extension": "App"
i
s
{

"User ID": "user:default/pfeifferj"
s

"Team Metadata": {
"metadata": {
"namespace": "default",
"annotations": {

dlUser ID* = tuser:defiault/pltetitier]

PLLLUTE ©  1ILLPS://avatdl .y LLiupuser ConLen. oy uy 2zus 19712v=4"
+,
"member0f": ["management-team"]

>
"relations": [

{
"type": "memberOf",
"targetRef": "group:default/management-team",
"group",
"namespace": "default",
"name": "management-team"
}
+
1
}
},
{

"Session ID": "psq280qakwrlwxghizu"

Red Hat /(_) Red Hat
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"action": "navigate",

"subject": "/playlist",

"attributes": {},

"context": {
"routeRef": "playlist:index-page",
"pluginId": "playlist",
"extension": "App"

i

"displayName": "Josephine Pfeiffer",
"email": "josie@redhat.com",
"picture": "https://avatars.githubusercontent.com/u/22047071?v=4"
}s
"member0f": ["management-team"]
s
"relations": [
{
"type": "memberOf",
"targetRef": "group:default/management-team",
Starget s
"kind": "group",
"namespace": "default",
"name": "management-team"
i;

1/u/220470712v=4"

“"name": "management-team"

+
1
}
},
{
"Session ID": "psq280qakwrlwxghizu"
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[
it
"action": "navigate",
"subject": "/playlist",
"attributes": {},
"context": {
"routeRef": "playlist:index-page",
"pluginId": "playlist",
"extension": "App"
i
s
{
"User ID": "user:default/pfeifferj"
s
{
"Team Metadata": {
"metadata": {
"namespace": "default",
"annotations": {
Fl
}s
"Session ID": "psqg280gakwrlwxghizu"
20470712v=4"
I
"member0f": ["management-team"]
>
"relations": [
{
"type": "memberOf",
"targetRef": "group:default/management-team",
"group",
"namespace": "default",
"name": "management-team"
}
+
1
}
},
{
"Session ID": "psq280qakwrlwxghizu"
1
o~
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The Predictive Mechanism

RedHat
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What are we predicting?

If a customer orders fries, what is the most likely
thing they will order next?

If a developer chooses this template, what is the
most likely thing they will add? - How can we help?

Red Hat



Method

Developer

Action Subject

(ID) (Click) (Button)

Golden Path
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What humbers are we munching?

7 Users with different permissions
1250 logged Interactions

51 Chains of interactions

65 Event (action + subject) Combinations

Modeled after 12 “Golden Paths” -
Training Data & Spontaneous user interactions

Histogram of Time Differences Between Actions (0-185) seconds

800

Frequen

400

200

0

0 25 50 75 100 125 150 175
Time Difference (seconds)



What's on the menu?

LSTM

Hidden Markov Models

Large Language Models (Fries?)
Findings and Future Outlook



LSTM

Long Term Short Term Memory

- Advantageous when using a sequential input
- Good at capturing patterns in user behaviour- on Wednesdays more
people order takeaway

Food Inspection:

- Good: Capturing Long Range Dependencies and Patterns
- Bad: Hard to interpret - Hard to explain the outcomes of a black box



Hidden Markov Model

Known State: Customer wants to order a Burger without Cheese
Unknown State: Customer is Lactose intolerant

Known State: User Creates a Database on a K8 Cluster

Unknown State: User wants to make his own scalable Web App Backend

Food Inspection:

Good to use when - Few Manageable States
Do not use when - Understanding more complex behaviour



Conclusion

- LSTM: complex, data-rich environments where capturing long-term
dependencies and learning directly from data is crucial. Best for scenarios
where customer behavior is dynamic and less predictable.

-  HMM: Simple, interpretable model with limited data and clearly defined states.
Sequence modelling with a reasonable number of states and known
dependencies.



LLM

Proposal: Prompt the LLM with the current State & Suggest Options

Based on the given sequence of actions, it appears the user is exploring creation options and
navigating through different sections of the catalog and creation areas. The next likely action
could be:

'navigate_/create/templates/default/order-cheeseburger’ or any other specific order creation
template, as they have already been in the creation area and might proceed to create a specific
item.

‘click_explore' or 'navigate_/explore’, if they continue to explore other available options.
Food Inspection:

Pros: Reasoning behind Options
Cons: Expensive Transactions , Many Queries, Context Length



Reworked: LLM

New Proposal:
Taking inspiration from Bioinformatics

e Usingan LLM to convert action to natural language
e Using LLM to predict next action based on a natural language prompt - Give
the final options




LLM Burger Prediction

Given that the user has ordered a chicken burger with mayonnaise and ketchup,
the next most likely selections would be:

Medium Size - Since the user has chosen a specific combination of condiments
(mayonnaise and ketchup), they may want a balanced portion.

Additional Sauces - Itis less likely they would add another sauce, but if they do,
barbecue or honey mustard might be considered to complement the existing
sauces.

Topping choices by likelihood

Lettuce - This is a common topping that pairs well with chicken burgers.
Tomato - Often chosen with lettuce to create a classic combination.
Cheese - Another popular choice to enhance the flavor profile.



Findings: Data Science

HMM - Hard to measure as previously unseen sequences appear. - Good if there
are only few golden paths.

LSTM - After a while of training, results are at 60% accuracy for the validation set.

LLM - Good idea to add context and explanation - Unforeseen Hallucinations
might happen. Further pursuing the LLM in Bioinformatics Approach!

Outlook:
- Add context
- Add real user data



Findings: Backstage/Infrastructure

Backstage docs - Not that great yet
Backstage Community - The maintainers are very helpful
GitOpsing everything - Takes an initial time investment but pays off 100x

Outlook:

- Fine tune logging mechanisms

- Make options more configurable
- Add testing



GitHub - Stay tuned...

github.com/pfeifferj/backstage-ai-demo
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Q & A Timel

in linkedin.com/showcase/red-hat-developer

O youtube.com/RedHatDevelopers

€@ facebook.com/RedHatDeveloper

¥ twitter.com/rhdevelopers

Red Hat



Backup Slides :)

RedHat



€he New York Times

Artificial Intelligence > Harvesting Data for A.l.  A.l Data Race, Explained ~ What Is ‘Synthetic Data'?  Key Figures in the Field  A.l. Faces Quiz

Would You Like Fries With That?
McDonald’s Already Knows the

Answer
htt pS .//WWW. nytl mes.Co m/z O] 9/] O/Z 2/ b usin The fast-food chain is turning to artificial intelligence and
the hopes of predicting what customers want

machine learning

ess/mcdonalds-tech-artificial-intelligence-m ety dectie
achine-learning-fast-food.html

RedHat

Red Hat /__
Developer



